Azure SSO Integration Steps

1. Access your Azure and click on Microsoft Entra
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Welcome to Azure!

Don't have a subscription? Check out the following options.
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Start with an Azure free trial Manage Microsoft Entra ID Access student benefits
Get $200 free credit toward Azure products and services, ~ Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Microsoft Entra ID. for Teaching after you verify your academic status.

Azure services
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Create a Microsoft Entra Policy Contact Quickstart Azure Al Kubernetes Virtual App Services More services
resource D Profiles Center services services machines
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3. Complete app registration

Register an application

* Name

The user-facing display name for this application (this can be changed later).

SomeAppName v

Supported account types

Who can use this application or access this API?
O Accounts in this organizational directory only (Default Directory only - Single tenant)
@ Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v ‘ [ e.g. https://example.com/auth
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By proceeding, you agree to the Microsoft Platform Policies ]!

4. You should now see the following

@ Delete @ Endpoints Preview features

A Essentials

Display name : SomeAppName Client credentials : Add a certificate or secret
Application (client) ID : 1d56¢502-2219-427e-a195-f70e48c70d84 Redirect URIs : Add a Redirect URI
Object ID : c77df24b-4b59-43e1-b271-10a71c2f9%ea Application ID URI : Add an Application ID URI
Directory (tenant) ID : 8ed9f2d0-bb7e-4885-b8a5-367ab8f14bef Managed application in I... : SomeAppName

Supported account types : Multiple organizations




5. Next click on Certificated & secrets, then New client secret to create one

&3 Quickstart

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

#" Integration assistant

< Diagnose and solve problems

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

' Manage

B Branding & properties

Certificates (0) Client secrets (0)  Federated credentials (0)

Certificates & secrets b4

Description

- API permissions

Expires
& Expose an API

No client secrets have been created for this application.

App roles

fa Qwners

& Roles and administrators
Manifest

> Support + Troubleshooting

Value O

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Secret ID

6. Then click on Authentication to add a new platform => Select "Web"

Home > Default Directory | Overview > SomeAppName

o) SomeAppName | Authentication = -

O Search ¢ o«

A Got feedback?

B Overview
Platform configurations
& Quickstart
. Depending on the platform or device this application is targeting, additional configuration ma:
#" Integration assistant WrRRRT.T e ion settings, or fields specific to the platform

X Diagnose and solve problems + Add a platform

~ Manage

Configure Web X

< Al platforms Quickstart  Docs(f

* Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
URLs. Learn

request to the login server should match one listed here. Also referred to as rej

| https://sentry.orbispratect com/singlesignon/azureCaliBack

Supported account types

Wha can use this application or access this API?

(O Accounts in this erganizational directory only (Default Directory only - Single tenant)
(®) Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

{Il Token configuration

APl permissions Help me decide.

@ Expose an AP|
HL App roles
A\ Due to temparary diff in supported we don't enabling personal Mi
22 Owners accounts for an existing registration, If you need to enable personal accounts, you can do 50 using th
editor. Leamn more about these restrictions,

4. Roles and administrators

M Manifest
Starting November 9th, 2020 end users will no longer be able to grant consent to registered n
'9 g

» Support + Troubleshooting apps without verified publishers. Add MPN ID to verify publisher

Save Discard

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is
required for single sign-out to work correctly.

[ e.g. https//example.com/logout

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page
architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web APl via
JavaSeript, select both access tokens and ID tokens. For ASP.NET Core web apps and other
web apps that use hybrid authentication, select only 1D tokens. Learn more about tokens.

Select the tokens you would like to be issued by the authorization endpoint:
[[] Access tokens (used for implicit flows)
D 1D tokens (used for implicit and hybrid flows)




7. Head over to Sentry web portal, login using your admin account (Please make sure to
login using your organization email) and configure SSO. Use the values generated in Step

4 & 5 and add here
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Microsoft Azure AD OAuth Setting

@ Configure SSO
. User Provis ¢ Directory (tenant) ID *
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