
 

  

Orbis Protect Ltd Customer Privacy Notice  

  

This privacy notice tells you what to expect us to do with your personal information.  

• Contact details  

  

• What information we collect, use, and why  

  

• Lawful bases and data protection rights  

  

• Where we get personal information from  

  

• How long we keep information  

  

• Who we share information with  

  

• How to complain  

  

Contact details  

Email - dpo@orbisprotect.com  

What information we collect, use, and why  

We collect or use the following information to provide services and goods, including delivery:  

• Names and contact details  

  

• Addresses  

  

• Date of birth  

• Purchase or account history  

• Payment details (including card or bank information for transfers and direct debits)  

• Credit reference information  

• Health information (including dietary requirements, allergies and health conditions)  

• Health and safety information  



 

  

• Account information  

• Website user information (including user journeys and cookie tracking)  

• Photographs or video recordings  

• Records of meetings and decisions  

• Identification documents  

• Information relating to compliments or complaints  

• Information relating to sponsorship  

• Call Recordings  

  

We collect or use the following information for the operation of customer accounts:  

• Names and contact details  

• Addresses  

• Payment details (including card or bank information for transfers and direct debits)  

• Information used for security purposes  

• Marketing preferences  

• Purchase History  

• Account Information, including registration details  

  

We collect or use the following information to prevent, detect, investigate or prosecute 

crimes:  

• Names and contact information  

• Customer or client accounts and records  

• Criminal offence data (including Disclosure Barring Service (DBS), Access NI or  

Disclosure Scotland checks)  



 

  

• Video and CCTV recordings of public areas (including indoor and outdoor spaces)  

• Audio recordings of public areas (including indoor and outdoor spaces)  

• Video and CCTV recordings of private or staff only areas  

• Audio recordings of private or staff only areas  

• Dashcam footage - outside vehicle – without audio  

• Dashcam footage – outside vehicle – with audio  

• Dashcam footage - inside vehicle - without audio  

• Dashcam footage - inside vehicle - with audio  

• Body worn video footage - without audio  

• Body worn video footage - with audio  

• Call recordings  

• Financial transaction information  

• Information relating to health and safety  

  

We collect or use the following information for service updates or marketing purposes:  

• Names and contact details  

• Addresses  

• Marketing preferences  

• Location data  

• Recorded images, such as photos or videos  

  

• Call recordings  

• Purchase or viewing history  

  

• IP addresses  



 

  

  

• Website and app user journey information  

  

• Information relating to sponsorship  

  

• Records of consent, where appropriate  

We collect or use the following information for research or archiving purposes:  

• Names and contact details  

  

• Addresses  

  

• Location data  

  

• Recorded images, such as photos or videos  

  

• Call recordings  

  

• Purchase or viewing history  

  

• IP addresses  

  

• Website and app user journey information  

  

• Personal information used for administration of research  

  

• Personal information used for the purpose of research  

  

• Records of consent, where appropriate  

  

We collect or use the following information to comply with legal requirements:  

• Name  

  

• Contact information  

  

• Identification documents  

  

• Financial transaction information  



 

  

• Criminal offence data (including Disclosure Barring Service (DBS), Access NI or Disclosure 

Scotland checks)  

• Health and safety information  

  

We collect or use the following information for recruitment purposes:  

  

• Contact details (eg name, address, telephone number or personal email address)  

• National Insurance number  

• Copies of passports or other photo ID  

• Employment history (eg job application, employment references or secondary 

employment)  

• Education history (eg qualifications)  

• Right to work information  

• Details of any criminal convictions (eg Disclosure Barring Service (DBS), Access NI or 

Disclosure Scotland checks)  

• Security clearance details (eg basic checks and higher security clearance) •  Date of Birth  

  

We collect or use the following personal information for dealing with queries, complaints or 

claims:  

• Names and contact details  

  

• Address  

• Payment details  

  

• Account information  

  

• Purchase or service history  

  

• Video recordings of public areas  

  

• Audio recordings of public areas  



 

  

• Video recordings of private or staff only areas  

  

• Audio recordings of private or staff only areas  

• Call recordings  

  

• Dashcam footage - outside vehicle  

  

• Dashcam footage - inside vehicle  

  

• Witness statements and contact details  

  

• Relevant information from previous investigations  

• Customer or client accounts and records  

  

• Financial transaction information  

  

• Information relating to health and safety  

  

• Correspondence  

  

Lawful bases and data protection rights  

Under UK data protection law, we must have a “lawful basis” for collecting and using your personal 

information. There is a list of possible lawful bases in the UK GDPR. You can find out more about 

lawful bases on the ICO’s website.  

Which lawful basis we rely on may affect your data protection rights which are in brief set out 

below. You can find out more about your data protection rights and the exemptions which may 

apply on the ICO’s website:  

• Your right of access - You have the right to ask us for copies of your personal 

information. You can request other information such as details about where we get 

personal information from and who we share personal information with. There are 

some exemptions which means you may not receive all the information you ask for.  

You can read more about this right here.  

  

• Your right to rectification - You have the right to ask us to correct or delete personal 

information you think is inaccurate or incomplete. You can read more about this right 

here.  

https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#roa
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#roa
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtr
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtr
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtr
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtr
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtr


 

  

  

• Your right to erasure - You have the right to ask us to delete your personal 

information. You can read more about this right here.  

  

• Your right to restriction of processing - You have the right to ask us to limit how we 

can use your personal information. You can read more about this right here.  

  

• Your right to object to processing - You have the right to object to the processing of 

your personal data. You can read more about this right here.  

  

• Your right to data portability - You have the right to ask that we transfer the personal 

information you gave us to another organisation, or to you. You can read more about 

this right here.  

  

• Your right to withdraw consent – When we use consent as our lawful basis you have 

the right to withdraw your consent at any time. You can read more about this right 

here.  

  

If you make a request, we must respond to you without undue delay and in any event within one 

month.  

To make a data protection rights request, please contact us using the contact details at the top 

of this privacy notice.  

Our lawful bases for the collection and use of your data  

  

Our lawful bases for collecting or using personal information to provide services and goods 

are:  

• Consent - we have permission from you after we gave you all the relevant information. 

All of your data protection rights may apply, except the right to object.  

To be clear, you do have the right to withdraw your consent at any time.  

  

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract. All of your data protection rights may apply except the right to object.  

  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  

https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rte
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rte
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtrop
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtrop
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rto
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rto
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtwc
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtwc
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtwc
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtwc
https://ico.org.uk/for-organisations/advice-for-small-organisations/getting-started-with-gdpr/your-data-protection-rights/#rtwc


 

  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are: o We collect and use personal information such as name, 

address, email address to provide personalized services, deliver service, and improve 

your experience with our company. This helps us fulfill orders, offer customer support, 

and send relevant marketing communications based on your preferences.  

  

• Vital interests – collecting or using the information is needed when someone’s 

physical or mental health or wellbeing is at urgent or serious risk. This includes an 

urgent need for life sustaining food, water, clothing or shelter. All of your data 

protection rights may apply, except the right to object and the right to portability.  

  

• Public task – we have to collect or use your information to carry out a task laid down 

in law, which the law intends to be performed by an organisation such as ours.  

All of  

your data protection rights may apply, except the right to erasure and the right to 

portability.  

Our lawful bases for collecting or using personal information for the operation of customer 

accounts and guarantees are:  

• Consent - we have permission from you after we gave you all the relevant information. 

All of your data protection rights may apply, except the right to object.  

To be clear, you do have the right to withdraw your consent at any time.  

  

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract. All of your data protection rights may apply except the right to object.  

  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are: o We use personal data, such as your contact information and 

purchase history, to create and maintain your account, manage orders, and ensure 

seamless access to services. This allows us to offer you efficient and personalized 



 

  

support. Fraud Prevention and Security: We use personal information to protect both 

our customers and our business from fraudulent activities and unauthorized access to 

accounts, ensuring the safety and security of your data  

  

• Vital interests – collecting or using the information is needed when someone’s 

physical or mental health or wellbeing is at urgent or serious risk. This includes an 

urgent need for life sustaining food, water, clothing or shelter. All of your data 

protection rights may apply, except the right to object and the right to portability.  

• Public task – we have to collect or use your information to carry out a task laid down 

in law, which the law intends to be performed by an organisation such as ours. All of 

your data protection rights may apply, except the right to erasure and the right to 

portability.  

Our lawful bases for collecting or using personal information to prevent, detect, investigate or 

prosecute crimes are:  

  

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract. All of your data protection rights may apply except the right to object.  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are:  

  

o We process personal data to ensure security and prevent unlawful activities, 

including fraud, cybercrime, and physical security threats. This is necessary to 

protect our organisation, employees, customers, and the public by complying with 

legal obligations and assisting law enforcement when required.”  

• Vital interests – collecting or using the information is needed when someone’s 

physical or mental health or wellbeing is at urgent or serious risk. This includes an 

urgent need for life sustaining food, water, clothing or shelter. All of your data 

protection rights may apply, except the right to object and the right to portability.  

  

• Public task – we have to collect or use your information to carry out a task laid down 

in law, which the law intends to be performed by an organisation such as ours. All of 



 

  

your data protection rights may apply, except the right to erasure and the right to 

portability.  

  

Our lawful bases for collecting or using personal information for service updates or marketing 

purposes are:  

• Consent - we have permission from you after we gave you all the relevant information. 

All of your data protection rights may apply, except the right to object.  

To be clear, you do have the right to withdraw your consent at any time.  

  

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract. All of your data protection rights may apply except the right to object.  

  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are:  

 o We process personal data to provide relevant service updates and marketing communications 

tailored to our customers’ interests and preferences. This enables us to enhance customer 

experience, inform users about new features, offers, and improvements, and ensure 

engagement with our services. We balance this interest by offering clear opt-out options 

and respecting user preferences in accordance with data protection regulations.  

  

Our lawful bases for collecting or using personal information for research or archiving 

purposes are:  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are:  

o We process personal data for research and archiving purposes to improve our 

services, gain insights into customer needs, and contribute to innovation. This 

includes analysing trends, developing new solutions, and preserving historical 

records where relevant. We ensure data minimisation, anonymisation where 

possible, and compliance with data protection regulations to safeguard individuals’ 

rights and privacy  

Our lawful bases for collecting or using personal information for legal requirements are:  



 

  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are:  

o We process personal data to comply with legal and regulatory obligations that 

apply to our organisation. This includes maintaining accurate records, fulfilling 

statutory reporting requirements, responding to lawful requests from authorities, 

and ensuring compliance with industry regulations. We only collect and use 

personal information necessary for these purposes while safeguarding individuals’ 

rights and privacy.  

  

• Vital interests – collecting or using the information is needed when someone’s 

physical or mental health or wellbeing is at urgent or serious risk. This includes an 

urgent need for life sustaining food, water, clothing or shelter. All of your data 

protection rights may apply, except the right to object and the right to portability.  

  

• Public task – we have to collect or use your information to carry out a task laid down 

in law, which the law intends to be performed by an organisation such as ours. All of 

your data protection rights may apply, except the right to erasure and the right to 

portability.  

Our lawful bases for collecting or using personal information for recruitment purposes are:  

• Consent - we have permission from you after we gave you all the relevant information. 

All of your data protection rights may apply, except the right to object.  

To be clear, you do have the right to withdraw your consent at any time.  

  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are:  

o We process personal data as part of our recruitment process to assess candidates’ 

suitability for roles, communicate effectively during hiring, and make informed 

employment decisions. This allows us to attract and hire the best talent while 

ensuring a fair and efficient recruitment process. We handle personal data securely 



 

  

and retain it only for as long as necessary, in compliance with data protection 

regulations and candidates’ rights.  

  

Our lawful bases for collecting or using personal information for dealing with queries, 

complaints or claims are:  

• Consent - we have permission from you after we gave you all the relevant information. 

All of your data protection rights may apply, except the right to object.  

To be clear, you do have the right to withdraw your consent at any time.  

  

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract. All of your data protection rights may apply except the right to object.  

  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability. Our 

legitimate interests are:  

o We process personal data to respond to queries, handle complaints, and manage 

claims effectively. This allows us to provide customer support, improve our services, 

resolve disputes, and fulfil contractual or legal obligations. We ensure that personal 

information is handled securely, only used for necessary purposes, and retained in 

accordance with applicable regulations.  

  

• Vital interests – collecting or using the information is needed when someone’s 

physical or mental health or wellbeing is at urgent or serious risk. This includes an 

urgent need for life sustaining food,  

  

water, clothing or shelter. All of your data protection rights may apply, except the right to object 

and the right to portability.  

• Public task – we have to collect or use your information to carry out a task laid down 

in law, which the law intends to be performed by an organisation such as ours. All of 

your data protection rights may apply, except the right to erasure and the right to 

portability.  



 

  

Where we get personal information from  

• Directly from you  

• From a company that we have a contract with (i.e your employer, or your supplier)  

• CCTV footage or other recordings  

• Previous employers  

• Credit reference agencies  

• B2B data providers, including Cognism Ltd, Hubexo South UK Ltd and Housingnet Ltd 

• Events, exhibitions and webinars we attend or host 

• Referrals and introductions from customers, partners and other business contacts 

Where we market our services to businesses, we may obtain business contact details (such as 

name, job title, employer and business email address) from B2B data providers, from events we 

attend or host, or from referrals. We use this information to send business communications 

relevant to your professional role, relying on our legitimate interests. You can ask us to stop at 

any time by using the unsubscribe link in any of our emails or by contacting 

dpo@orbisprotect.com. 

 

We obtain personal information directly from our customers when they engage with our services. 

This includes information provided through service agreements, account registrations, inquiries, 

security reports, incident logs, or other interactions such as phone calls, emails, or online forms. 

We collect only the necessary data required to deliver our services effectively and ensure 

compliance with legal and regulatory obligations.  

  

Use of Automated Data Collection and Intelligence Tools  

  

We may use third-party platforms that employ automated data collection technologies (including 

web crawling or aggregation tools) to obtain information from publicly available sources for 

purposes such as risk assessment, fraud prevention, market research, and business development. 

Where personal data is involved, this refers to information that is already lawfully available in the 

public domain. We process such information in accordance with UK data protection law and under 

appropriate lawful bodies.  

  

Website Chatbot  

  

mailto:dpo@orbisprotect.com


 

  

We provide a chatbot on our website to assist visitors with enquiries and provide information 

about our services. When you use the chatbot, we may collect information you choose to 

provide, including your name, contact details and the content of your messages. We may also 

collect technical information such as IP address and website usage data.  

  

We use this information to respond to enquiries, provide customer support, improve our services 

and maintain the security of our systems. Our lawful basis for processing this information is our 

legitimate interests in operating and improving our services, and where applicable, taking steps at 

your request before entering into a contract.  

  

Chatbot conversations may be processed and stored using Freshdesk, our customer support and 

chatbot platform provider, and other trusted service providers acting on our behalf where 

necessary. Information submitted through the chatbot may also be transferred to our Customer 

Relationship Management (CRM) system, Salesforce, where it is used to manage customer 

enquiries, maintain customer records and support our business operations.  

  

We retain chatbot conversation records and related customer information only for as long as 

necessary to respond to enquiries, provide customer support, improve our services, investigate 

complaints, meet legal or regulatory obligations, and protect our legitimate business interests. 

Where chatbot information is transferred to Salesforce, it will be retained in accordance with the 

retention periods and policies applicable to customer and business contact records.  

  

The chatbot uses automated technology to generate responses; however, no solely automated 

decisions are made that have legal or similarly significant effects on individuals.  

  

Please do not submit sensitive personal information through the chatbot unless specifically 

requested as part of a legitimate business process.  

  

  

How long we keep information  

We will retain your information for the following time periods:  

  

• If we hold your information for the purposes of an order or contract you placed with us, 

we will hold your information for as long as the contract is in place for the goods or 

services ordered from us, and for a reasonable period after the contract terminates or expires, to 

ensure we can still answer any queries that our customers might have about the services received, 

and to satisfy any legal, account-ing or reporting requirements.  

  

• If we hold your information for the purposes of a quote or survey we have provided, but 

the order was not placed with us, we will hold your information for a reasonable period 



 

  

after providing the quote or survey (in case a decision is changed to place an order with 

us)  

  

• In addition, if we hold your information because you have told us you are happy to 

receive communications from Orbis Protect about our products and services, then we will 

hold this for a reasonable period of time, and until you tell us you no longer want to 

receive those communications (as you can unsubscribe at any time)  

• If there is any information we hold about you due to a legal require-ment, we will hold it 

for as long as we are legally required to do so  

You have various rights in relation to the information we hold about you, including rights to access 

your information and rights to have it deleted from our systems.  

  

Who we share information with  

Others we share personal information with  

• Organisations we need to share information with for safeguarding reasons  

• Professional or legal advisors  

• Financial or fraud investigation authorities  

• External auditors or inspectors  

• Professional consultants  

• Organisations we’re legally obliged to share personal information with  

• Emergency services  

• Suppliers and service providers  

  

How to complain  

  

If you have any concerns about our use of your personal data, you can make a complaint to us 

using the contact details at the top of this privacy notice.  

If you remain unhappy with how we’ve used your data after raising a complaint with us, you can 

also complain to the ICO.  

The ICO’s address:  

  



 

  

Information Commissioner’s Office Wycliffe House  

Water Lane Wilmslow Cheshire SK9 5AF  

Helpline number: 0303 123 1113  

Website: https://www.ico.org.uk/make-a-complaint  

Last updated  

6 August 2026  

https://www.ico.org.uk/make-a-complaint
https://www.ico.org.uk/make-a-complaint
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